Avast

A brief introduction to

And the standards and protocols
that make it possible

07 June 2022
Drummon d Reed
Director, Trust Services




The problems today

e \We have no control over our data
o Instead, we entrust it to third-party servers and
databases, subject to breaches and data misuse.

e We don’t have a way to take our identity data with us
o With no data portability or reusability, we’re forced to
create a new account with every website or service we
want to use — endless forms and hundreds of user
accounts

e We have no easy way to verify information about

ourselves or others
o Claims are either self-attested or verified using costly,
admin-heavy methods
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Hardly a day goes by without
headlines like these
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We already have a solution to this

...in the physical world

Paper or plastic credentials that are:

e |[ssued from a trusted source
Tamper-resistant

Secure

Private

Portable

Reusable

Standardized

You hold the data (credential) and can show it to
anyone, anywhere — on your terms.
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Decentralized identity takes this
same approach and makes it digital

Like your physical passport or license, verifiable digital
credentials are under your control, stored on your
phone, and can be shown to anyone, anywhere.

Once shared, they can be immediately verified by the

receiving party, who can check: 2

1. Who issued the credential?

2. To whom was it issued? WA Driver License
3. Has it been tampered with? 15 Attributes

4. Has it been revoked?

1Dec 2020

US Passport

9 Attributes
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It puts you in the center of your
digital world
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And it’s gaining momentum

around the world

Bonifii (US)

Trusted
authentication and
secure messaging

for credit unions FCA (UK)

Smarter KYC/AML
for banks and
fintechs

IATA (Global)

Verifiable health and
travel records for
global travel

NHS (UK)

Staff ‘passports’ for
streamlined access
control
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EU Digital Wallet

Reusable identity for
all Europeans
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It’s all based on the “trust triangle”

Sign

Verifiable
Credential

Verify

gl Proof

Issuer

x No integration
needed!

Verifier

Write Read

Public Key

+ other cryptographic metadata

DID

Verifiable Data Registry (e.g., Blockchain)
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Privacy by Design
At Internet Scale

e All communication channels
are private and encrypted,
using pairwise peer DIDs

e All data is stored off-chain,
securely inside of the user’s

A Issuer YRR verifier
digital wallet 100% GDPR
Off-Chain

Compliant

e Fully GDPR compliant, with
consent-based data sharing
and data minimization through DID
zero-knowledge proofs

Public Key

+ other cryptographic metadata

Verifiable Data Registry (e.g., Blockchain)
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Benefit 1: An end to data overcollection

Age verification Age verification
without privacy protocols and with privacy protocols and
zero-knowledge proofs: zero-knowledge proofs:

e Date of birth e FEye color
ID:123456789-003 e First Name e Sex
A NAME SURNAME ° Last Name ° License Number
b 4 18.07.1995 13022015 e Photo e License Class e Holderis over 21
F 11.09.2025 e Address ° Issue Date
B e Height e  Expiration Date
{ ] [ ]
et IR ORI et ponor Status
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Benefit 2: And end to tracking / correlation

Digital signatures
without privacy protocols
and zero-knowledge proofs:

disclosed in proving interaction 1

holder’s identifier: did:example:abc123xyz «
issuer’s signature: c81ccd15¢34d7dfb0ecd 14503fc52¢3906231522
<required attributes: X

correlator 1

: . G . correlator 2
disclosed in proving interaction 2

holder’s identifier: did:example:abc123xyz
issuer’s signature: c81ccd15¢34d7dfb0ec4 14c03fc52¢390¢231522
<required attributes: W X>

An issuer's digital signature is the same for
every use of a credential, creating a
'super-cookie' correlating all of your behavior.

Digital signatures
with privacy protocols
and zero-knowledge proofs:

disclosed in proving interaction 1
<required attributes: XY Z>

disclosed in proving interaction 2
<required attributes: W X> j

Each signature is unique, greatly reducing the
risk of correlation and tracking.
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It’s made possible by open standards
that the Avast team helped create

e W3C Verifiable Credential (VC) Spec
o Approved as an official web standard in 2019

e W3C Decentralized Identifier (DID) Spec a
o Pending a vote to become an official web standard

e DIF DIDComm V2 Spec
o Nearing completion in DIF DIDComm WG

o Next step is formal standardization at IETF and/or ISO
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But it’s about more than the technology

Governance and trust frameworks are critical

TolP Technology Stack TolP Governance Stack

Application Ecosystems Ecosystem Governance Frameworks
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TolP Technology Stack TolP Governance Stack




Layer 1

TolP Technology Stack

Public Utilities

Interoperable

©
DID method 1 DID method 2 I}lf\l
Utility 1 Utility 2 .fvh’

TolP Governance Stack

Utility Governance Frameworks

fi
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2

Utility
Operator
Roles

m Governs/Certifies

il
il

Governing Utility
Authority Framework
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Layer 2

Layer 1

TolP Technology Stack

Peer-to-Peer Communication

DID DID
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2PE o BE
—- - Connection

Agent/Wallet Agent/Wallet
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Interoperable
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TolP Governance Stack

Agent/Wallet Governance Frameworks
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Layer 3

Layer 2

Layer 1

TolP Technology Stack

Trust Task Protocols

Example: ﬂ
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Trust Task Governance Frameworks

2D
= 'L
v . 4o
o Credential

m Exchange

Roles '
Credential 3 @

Framework L} a2

Agent/Wallet Governance Frameworks

LI

Governs/Certifies

Governing
Authority

P -
'O‘ = Agent/
H = Wallet
m = Governs/Certifies Provider —_—
Roles ——
Governing Agent/Wallet -
Authority Framework

Utility Governance Frameworks

[CEE]

o

SR - v

= Utility
m = tifi CXE Operator CXXEER
Governs/Certifies OIS FRoos /o
Governing Utility _.I_ _.I_

Authority Framework

£) Avast



Layer 4

Layer 3

Layer 2

Layer 1

TolP Technology Stack

Application Ecosystems

HEALTH PASS SUPPLY CHAIN

Trust Task Protocols
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TolP Working Groups

Governance Stack WG Concepts & Terminology WG

Technology Stack WG Inputs & Semantics WG

Utility Foundry WG

Ecosystem Foundry WG Good Health Pass WG
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If you’d like to learn more...

e The Book on Self-Sovereign |Identity:
https://www.manning.com/books/self-sovereign-identity

e Evernym webinar series: www.evernym.com/webinars/

e Blog post: The Inevitable Return to Self-Sovereign Identity

e Blog post: The Three Pillars of SSI

e Blog post: A Gentle Introduction to Verifiable Credentials

® Trust over IP; www.trustoverip.org
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